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About this Privacy Management Plan 
 
 

The purpose of this Privacy Management Plan is two-fold. 
 

First, this Plan demonstrates to members of the public how the NSW Department of Premier and 
Cabinet (the Department) upholds and respects the privacy of our clients, staff and others about 
whom we hold personal information. 

 
Second, this Plan – particularly Part C and Appendix A of this Plan - acts as a reference tool for 
staff of the Department, to explain how we may best meet our privacy obligations under the 
Privacy and Personal Information Protection Act 1998 (NSW) and the Health Records and 
Information Privacy Act 2002 (NSW). 
 
This Plan covers the NSW Department of Premier and Cabinet.  

 
Introduction to the Department and its privacy context 

 
 

The NSW Department of Premier and Cabinet is a central agency which leads the NSW public 
sector to deliver on the Government's commitments and priorities. 

 
In fulfilling this role, the Department: 

 

• supports the Premier and Cabinet to identify, design and implement a coordinated policy, 
project and reform agenda that boosts the efficiency, productivity and effectiveness of 
NSW 

 

• manages and coordinates NSW 2021: a plan to make NSW number one across all 
agencies, monitoring and facilitating progress towards its goals 

 

• partners with agencies, as well as the private, not-for-profit and academic sectors, to 
optimise public sector performance and ensure that services are delivered on time, 
within budget and to the community’s expectations 

 

• takes an integrated approach to getting better results from whole of government 
projects and service delivery across the public sector 

 

• coordinates the initiatives of Ministers and their agencies to achieve the Government’s 
targets 

 

• manages the passage of Government legislation 
 

• supports the delivery of major projects to enhance the economic and social wellbeing of 
NSW 
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• coordinates and plans significant state events to ensure their quality and benefit to the 
community along with their safety 

 

• works with the Federal Government and other states and territory governments to 
design and implement national reforms. 

 
The Department comprises the following groups:  

 
•  Economic Policy and Infrastructure Group  

 
•  Social Policy Group  

 
• Government, Corporate & Regional Coordination Group 

 
• Office of General Counsel. 

 
 

The Department collects, holds, uses and discloses personal information for the purpose of 
carrying out its functions. For instance the Department may handle personal information for the 
purpose of managing correspondence on behalf of the Premier, and for coordinating significant 
events. 

 
The Department takes the privacy of our staff and the people of NSW seriously, and we will 
protect privacy with the use of this Privacy Management Plan as a reference and guidance tool. 

 
As a NSW public sector agency, the Department is regulated by the Privacy and Personal 
Information Protection Act 1998 (the PPIP Act) and the Health Records and Information Privacy 
Act 2001 (HRIP Act). 

 
Both of these Acts centre around what are termed ‘privacy principles’.  The PPIP Act covers 
personal information other than health information, and requires agencies to comply with 12 
information protection principles (IPPs).  The IPPs cover the full ‘life cycle’ of information, from 
the point of collection through to the point of disposal.  They include obligations with respect to 
data security, data quality (accuracy) and rights of access and amendment to one’s own personal 
information, as well as how personal information may be collected, used and disclosed. 
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Health information is regulated by a slightly different set of principles.  Health information 
includes information about a person’s disability, and health / disability services provided to them. 
There are 15 health privacy principles (HPPs) in the HRIP Act, with which the Department must 
comply.  Like the IPPs, the HPPs cover the entire information ‘life cycle’, but also include some 
additional principles with respect to anonymity, the use of unique identifiers, and the sharing of 
electronic health records. 

 
There are exemptions to many of the privacy principles and the public register provisions. 
Exemptions can be found in the two Acts themselves, and in Regulations, Privacy Codes and 
Public Interest Directions.  Furthermore, the disclosure of personal information from public 
registers is covered not by the IPPs or HPPs, but by separate rules found in Part 6 of the PPIP Act. 
Where exemptions or public register provisions are particularly relevant to the Department's 
work, they have been noted in Part C of this PMP. 

 
Both the PPIP Act and the HRIP Act contain criminal offence provisions applicable to staff and 
members of the Department who use or disclose personal information or health information 
without authority. 

 
 
 

The responsibilities of staff 
 

All staff of the Department of Premier and Cabinet, including Ministerial staff, are required to 
comply with the PPIP and HRIP Acts.  This Plan is intended to assist staff to understand and 
comply with their obligations under those Acts. 

 
If Department staff feel uncertain as to whether certain conduct may breach their privacy 
obligations, they should seek the advice of the Privacy Officer. 

 
Warning 

 
It is a criminal offence, punishable by up to two years' imprisonment, for any employee 
(or former employee) of the Department to intentionally use or disclose any personal 
information about another person, to which the employee has or had access in the 
exercise of his or her official functions, except as necessary for the lawful exercise of his 
or her official functions. 

 
 
 
Privacy Officer for the Department 

 
 

Privacy Officer 
Information Access Unit 
Office of General Counsel 
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NSW Department of Premier and Cabinet 
GPO Box  5341 
SYDNEY   NSW  2001 
PH: (02)  9228 5871 

 
 
 

The responsibilities of the Privacy Officer 
 

The  Privacy  Officer  is  responsible  for  the  ongoing  training  and  education  of  Department  of 
Premier and Cabinet staff (including Ministerial staff and any third party service providers or 
consultants) about their obligations under the PPIP and HRIP Acts, by: 

 

• ensuring this Privacy Management Plan remains up to date; 
 

• making a copy of this Plan available to all current and incoming staff; 
 

• informing staff of any changes to the Plan; 
 

• ensuring relevant privacy documents are consolidated and made available through the 
Department of Premier and Cabinet's intranet; 

 

• conducting or arranging staff training sessions on privacy matters as required; and being 
available to answer any questions staff may have about their privacy obligations. 

 

The Privacy Officer, in accordance with clause 6 of the Annual Reports (Departments) Regulation 
2010, is to ensure that the Department of Premier and Cabinet's Annual Report includes: 

 

• a statement of the action taken by the Department in complying with the requirements of 
the PPIP and HRIP Acts; and 

 

• statistical details of any internal reviews conducted by or on behalf of the Department. 
 

The Privacy Officer is to review and update this Privacy Management Plan: 
 

• if the Department of Premier and Cabinet wishes to introduce a significant new collection of 
personal information; or 

 

• if a privacy code or a direction of the Privacy Commissioner, or the expiry of such a code or 
direction, significantly modifies the application of the IPPs to the operations of the 
Department of Premier and Cabinet; or 

 

• at the conclusion of the 2015-16 reporting year. 
 

The Director General, on the advice of the Privacy Officer, may amend this Plan as necessary at 
any time.  A copy of the amended Plan should be circulated to all Department staff and the NSW 
Privacy Commissioner as soon as possible after each amendment. 
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PART A: Types of personal and health information held 
 
 

Examples of personal information held by the NSW Department of Premier and Cabinet are: 
 
 
 

Employee records for staff of the Department and Ministerial staff, including: 
 

• payroll, attendance and leave records 
 

• performance management and evaluation records  
 

• training records 
 

• workers compensation records 
 

• occupational health and safety records, and 
 

• records of gender, ethnicity and disability of employees for equal employment 
opportunity reporting purposes. 

 
ServiceFirst, a division of the NSW Department of Finance and Services, manages some corporate 
services functions for the Department, such as Human Resources, Finance and Information 
Technology.  Therefore ServiceFirst holds and is responsible for more detailed personal 
information about Department staff such as recruitment, payroll and leave records. 

 
The Service Partnership Agreement 2011-12 between the Department of Premier and Cabinet 
and ServiceFirst notes that ServiceFirst will have access to information from and about the 
Department of Premier and Cabinet in the course of business, and that ServiceFirst is bound to 
comply with the PPIP Act.  The Agreement states: 

 
"Such information will be used strictly for purposes relevant to delivering services and will 
not be released to third parties without the express written consent of the Department of 
Premier and Cabinet." 

 
 
 

Contact details such as: 
 

• contact details for government agency CEOs, members of inter-departmental 
working groups and the like, members of government boards and advisory 
committees 

 

• contact details for stakeholders and local residents participating in community 
consultations or Community Cabinets, and the organisations they represent 

 

• contact details for Australia Day Ambassadors 
 

• contact details for people who have applied for community grants 
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• contact details for people nominated for awards such as Australian of the Year 
and the Public Service Medal 
 

• contact details for people invited to functions hosted by the Governor  
 

• contact details for office bearers and board members of organisations for 
whom the Governor is a Patron 

 

• contact details and contractual information for performers hired for public 
events 
 

• contact details for volunteers who assist at public events, as well as (where 
relevant) their dietary requirements, any mobility restrictions, shirt size or 
drivers licence information, and 

 

• contact details of people who enter competitions. 
 

It is the Department’s practice that each of these sets of contact details are held within discrete 
areas of the Department, and are generally not shared within the Department, or outside of it. 
For example, the Office of the Governor does not, as a matter of practice, share its contact 
database with that of the Strategic Communications & Events Branch. 

 
The Privacy Officer is responsible for providing advice on any proposal to share sets of contact 
details held by the Department. 

 
Correspondence records including: 

• contact details of people who have written to or emailed the Premier  

• details of the nature of their correspondence, which can include sensitive 
personal information about matters such as ethnicity, religion or sexuality  

• copies of replies to correspondence, and 

• records of who, if anyone, their correspondence was referred to. 
 

Correspondents are routinely advised if their letter or email has been referred to a portfolio 
Minister. 
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PART B: Inventory of significant information systems 
 
 
 

SAP  Corporate HR and Finance systems 
 

VJ –FleetWave  Fleet management system and FBT Calculator 
 

Objective  Document management system 
 

Correspondence Management 
System 

Automated system to register and action incoming 
Departmental correspondence 

 
Image Library  Online Image Library to store and catalogue photos, 

images, video, sound and logos 
 

CEO Database  Contact information for CEOs of all NSW public sector 
agencies 

 
Government Entities Database  Manages information about all NSW Government entities, 

including the names, contact details, qualifications and 
remuneration of members of government boards and 
committees, and people who have registered their interest 
in appointment to same 

 
Certificates database  Prints certificates on behalf of the Premier for 

congratulatory messages for Anniversaries and Birthdays 
 

Regional Co-Ordination 
Program Database 

Contacts and program database for regional co-ordination 
program of work, including contact details for people from 
other agencies, other levels of government, and NGOs 

 
Incident Management 
Database 

Database to record incidents at events such as Australia 
Day; reports are generated to better plan future events 

 
Protocol & Hospitality 
Database 

Application to manage all aspects of official visits, 
invitations, FBT reporting, table seating and function 
management, including invitee and guest lists, and 
members of travelling delegations 

 
Grants Administration 
Database 

Application to manage the community grants program 
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Lobbyists Register1 Web-based application and database for 
registration of persons who wish to lobby NSW 
government officials 

Cabinet Document  
Management System (CDMS) 

A database and application to keep Cabinet 
documents confidential and from which Cabinet 
documents are distributed and tracked 

Boards and Committees  
Database 

A database that tracks boards and committees 
and their members 

Ministers staff database Subset of data from SAP and HR administration 
use within the Ministerial and Parliamentary 
Services branch of the Department 

Staff telephone directories Lists of the direct contact details, including 
telephone numbers and email addresses for 
Departmental staff 

 
 
 
  

                                                             
1 Transferred to the Electoral Commission in December 2014 in accordance with the Lobbying of Government 
Officials Act 2011.  
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PART C: How the privacy principles apply 
 
 

The privacy principles are the standards which the Department is expected to follow when 
dealing with personal information and health information. 

 
The phrase ‘privacy principles’ refers to the combination of the 12 information protection 
principles (IPPs) set out in sections 8 to 19 of the Privacy and Personal Information Protection Act 
1998, and the 15 health privacy principles (HPPs) in Schedule 1 of the Health Records and 
Information Privacy Act 2002 (HRIP Act). 

 
There are a number of ways that our conduct may be exempt from one or more of the IPPs or 
HPPs.  Exemptions are found in the Acts themselves, in temporary Directions made by the Privacy 
Commissioner, and in Privacy Codes of Practice.  In some cases, other legislation will override the 
privacy principles. 

 
The following section uses plain language (not the wording of the law itself) to describe the 
privacy principles and how Department staff must comply with them.  It also mentions the 
exemptions that may be relevant for the Department, depending on the context.  If you need 
guidance on interpreting the requirements of the privacy principles or exemptions, please 
contact the Department’s Privacy Officer. 

 
 
 

Introduction 
 

Our privacy obligations have been condensed into one set of 13 plain language principles to be 
followed by the Department: 

 
1.   limiting our collection of personal information 
2.   anonymity 
3.   unique identifiers 
4.   how we collect personal information – the source 
5.   how we collect personal information – the method and content 
6.   notification when collecting personal information 
7.   security safeguards 
8.   transparency 
9.   access 
10. correction 
11. accuracy 
12. use 
13. disclosure 
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This Part of the PMP outlines: 
• key definitions 
• each of the plain language privacy principles 
• when there are different rules for ‘health information’ 
• some examples of how the privacy principles work in practice, and the common 

exemptions to each privacy principle. 
 
 
 

Important note about using this Part 
 

This Part of the PMP uses plain language, not the exact wording of the law.  This is to make 
understanding our obligations a little easier.  This document does not cover the full complexity of 
the privacy laws applying to the Department.  It has been simplified, and does not cover all 
exemptions or situations. 

 
If in doubt, you should always check the exact wording in the legislation, and seek guidance from 
the Department's Privacy Officer, or the NSW Privacy Commissioner. 

 
This document is an educational tool, not legal advice. 

 
 
 

Definitions 
 

Collection of personal information means the way the Department acquires the information. 
Collection can be by any means.  Examples include: a written form, a verbal conversation, an 
online form, or taking a picture with a camera. 

 
Disclosure means when we provide personal information to an individual or body outside the 
Department. 

 
Health information means personal information that is also information or an opinion about: 
• a person’s physical or mental health or disability 
• a health service provided, or to be provided, to a person 
• a person’s express wishes about the future provision of health services to him or her other 

personal information collected to provide a health service, or in providing a health service, 
or in connection with the donation of human tissue, or 

• genetic information that is or could be predictive of the health of a person or their relatives 
or descendants. 
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Holding personal information: the Department will be considered to be ‘holding’ personal 
information if it is in the Department’s possession or control, or if it is held by a contractor or 
service provider on our behalf.  Most of the privacy principles apply to when the Department is 
‘holding’ personal information, which means we remain responsible for what our contractors or 
service providers do on our behalf.  This means that information about our staff that is in the 
physical possession of ServiceFirst may still be considered to be 'held' by the Department, and 
therefore the Department remains responsible for how that personal information is handled. 

 
Personal information means “information or an opinion … about an individual whose identity is 
apparent or can reasonably be ascertained from the information or opinion”. 

 
Personal information can include information that is recorded (e.g. on paper or in a 
database), but also information that is not recorded (e.g. verbal conversations).  It can 
even include physical things like a person’s fingerprints, tissue samples or DNA. 

 
Some things are exempt from the definition of “personal information”, including 
information about a person who has been dead for more than 30 years, and information 
about an individual that is contained in a document kept in a library, art gallery or 
museum for the purposes of reference, study or exhibition. 

 
Also note that “health information” is sometimes treated a little differently to other types 
of “personal information”, and has its own definition – see above. 

 
Privacy obligations means the privacy principles and any exemptions to those principles that 
apply to the Department. 

 
Sensitive personal information means personal information that is also about a person's race, 
ethnicity, religion, sexuality, political or philosophical beliefs or membership of a trade union. 

 
Use means when the Department uses personal information for some purpose. 
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1. Limiting our collection of personal information 

 
 
1.1 The principle in brief 

 
We will only collect personal information if: 
• it is for a lawful purpose that is directly related to one of our functions, and  
• it is reasonably necessary for us to have the information. 

 
 
 
1.2 Key messages, examples and definitions 

 
We won’t ask for personal information unless we need it.  We will especially avoid collecting 
sensitive personal information if we don’t need it. 

 
By limiting our collection of personal information to only what we need, it is much easier to 
comply with our other obligations. 

Example: when designing a form, ask yourself: “do we really need each bit of this information?” 

Example: If we need to know a person’s age to provide age-appropriate services, we will ask for 
their age or year of birth, not their exact date of birth. 

 
 
 
1.3 Common exemptions 

 
Before you rely on an exemption, check with the Department's Privacy Officer. 
• unsolicited information 
• information collected before 1 July 2000 

 
Note: For example, the 'unsolicited' exemption from the rules for how we must collect 
information may not apply if DPC has invited a person to provide personal information, such as 
through a complaints process. 

 
 
 

2. Anonymity 
 
 
2.1 The principle in brief 

 
We will allow people to receive services from us anonymously, where lawful and practicable. 
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2.2 Key messages, examples and definitions 
 

Example:  People making informal enquiries are provided with information about the 
Department’s activities, without having to identify themselves. 

 
 
 
2.3 Common exemptions 

 
None. 

 
 
 

3. Unique identifiers 
 
 
3.1 The principle in brief 

 
We will only identify people by using unique identifiers if it is reasonably necessary for our 
functions. 

 
3.2 Key messages, examples and definitions 

 
Identifiers can assist with efficient record management, but they also pose privacy risks if they 
are used to match or compile large quantities of data about a person from different sources.  For 
that reason, sharing unique personal identifiers between different organisations is generally 
prohibited. 

 
A unique personal identifier is not just a person’s name or file number.  It can be a key (such as a 
number) which aims to uniquely identify a person – for example so that you can separate all the 
different people with the name ‘John Smith’.  A tax file number or a driver’s licence number is a 
unique personal identifier. 

 
The Department avoids collecting unique personal identifiers, although the Department does 
collect tax file numbers of staff. 
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3.3 Common exemptions 
 

None. 
 
 
 

4. How we collect personal information – the source 
 
 
4.1 The principle in brief 

 
We collect personal information directly from the person unless either they have authorised 
otherwise or, in the case of health information, it would be unreasonable or impractical to obtain 
the personal information directly from the person. 

 
We may also acquire personal information from other agencies. Agencies are permitted to 
disclose personal information to us for the purposes of informing the Premier about any matter. 

 
Employee records are administered in accordance with the Public Sector Personnel Handbook 
which is available at www.psc.nsw.gov.au. 

 
 
 
4.2 Key messages, examples and definitions 

 
If we need information about Sue, we should ask Sue herself, rather than Jim. 

 
By collecting information direct from the source, it will be easier for us to comply with other 
obligations too, like ensuring the accuracy of the information, and getting permission for any 
disclosures of the information. 

 
Example: A person attending a community cabinet event has fainted, and a staff member has 
called the first aid officer.  It is OK to ask the person’s friend for some health information about 
them (“do you know if they are diabetic?”) because it is unreasonable and impractical to ask the 
person directly. 

 
 
 
4.3 Common exemptions 

 
Before you rely on an exemption, check with the Department's Privacy Officer. 
• unsolicited information (see explanation at part 1.3, above) 
• where the person is under 16, we can instead collect the information from 

their parent or guardian (but we don’t have to) 
 
 
 
 
 
 

http://www.psc.nsw.gov.au/
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• if another law authorises or requires us to collect the information indirectly 
(i.e. from a different source) 

• for some law enforcement and investigation purposes information collected 
before 1 July 2000 

• if compliance would, in the circumstances, prejudice the interests of the 
individual to whom the information relates. 

 
 
 
4.4 Other relevant points 

 
Where a person lacks some capacity (e.g. because of a brain injury), we can ask their authorised 
representative for the information instead.  But we must also still try to communicate with them 
directly.  The Office of the Privacy Commissioner NSW’s Best Practice Guide Privacy and people 
with decision-making disabilities explains how to collect personal information from or about a 
person who has limited or no capacity. 

 
The Office of the Privacy Commissioner NSW’s Handbook to Health Privacy provides some other 
examples of when it might be “unreasonable or impractical” to collect health information directly 
from the person. 

 
 
 

5. How we collect personal information – the method and content 
 
 
5.1 The principle in brief 

 
We will not collect personal information by unlawful means. 

 
We will not collect personal information that is intrusive or excessive. 

 
We will ensure that the personal information we collect is relevant, accurate, up-to-date, 
complete, and not misleading. 

 
 
 
5.2 Key messages, examples and definitions 

 
We won’t ask for information that is not relevant or very sensitive.  But we only need to take 
‘reasonable steps’ to ensure we meet this standard. 

 
To determine what might be ‘reasonable steps’, we will consider: 
• the sensitivity of the information 
• the possible uses of the information, and 
• the practicality and cost of aiming for ‘best practice’. 
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Example: The Department wants to do a client satisfaction survey of people who attended 
community consultations on NSW 2021: a plan to make NSW number one.  It is not relevant for 
the Department to know each participant's home address, date of birth or marital status. 

 
 
 
5.3 Common exemptions 

 
Before you rely on an exemption, check with the Department's Privacy Officer. 
• unsolicited information (see explanation at part 1.3, above) 
• information collected before 1 July 2000 

 
 
 

6. Notification when collecting personal information 
 
 
6.1 The principle in brief 

 
When collecting personal information, we will take reasonable steps to tell the person: 
• who will hold and/or have access to their personal information  
• what it will be used for 
• what other organisations (if any) routinely receive this type of personal 

information from us 
• whether the collection is required by law 
• what the consequences will be for the person if they do not provide the 

information to us, and 
• how the person can access their personal information held by us. 

 
 
 
6.2 Special rule for health information 

 
As a general rule, we have to try harder to notify people when we’re collecting health 
information. 

 
 
 
6.3 Key messages, examples and definitions 

 
Individuals providing their personal information to the Department have a right to know the full 
extent of how the information they provide will be used and disclosed, and to choose whether or 
not they wish to go ahead with providing information on that basis.  Notification is done through 
a ‘privacy notice’. 

 
An example is the privacy notice given to new staff, at the time they apply for security access to 
52MP or Bligh House, which explains how the personal information collected through the CCTV 
and access card systems may be used or disclosed. 
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Privacy notices can be given in writing or verbally, but writing is better.  We need to take 
reasonable steps to ensure each relevant person receives the notice.  To determine what might 
be “reasonable steps”, we will consider: 
• the sensitivity of the information 
• the possible uses of the information, and 
• the practicality and cost of aiming for ‘best practice’. 

 
Where the person lacks some capacity (e.g. because of a brain injury), we must notify their 
authorised representative, but also still try to communicate with the person direct. 

 
 
 
6.4 Common exemptions 

 
Before you rely on an exemption, check with the Department's Privacy Officer. 
• unsolicited information (see explanation at part 1.3, above) 
• information collected before 1 July 2000 
• if another law authorises or requires us to not notify people some law 

enforcement and investigation purposes 
• the person has already been notified by the organisation that gave us the 

information 
 
 
 
6.5 Other relevant points 

 
When drafting a privacy notice, use the Template privacy notice attached in Appendix A to this 
document.  Any new projects which might collect personal information should be reviewed by 
the Department's Privacy Officer to ensure an adequate privacy notice is included. 

 
For NESB clients, the Community Language Privacy Notice should be used. 

 
The Office of the Privacy Commissioner NSW’s Best Practice Guide Privacy and people with 
decision-making disabilities explains how to notify a person who has limited capacity to 
understand. 

 
 
 

7. Security safeguards 
 
 
7.1 The principle in brief 

 
We will take reasonable security measures to protect personal information from loss, 
unauthorised access, use, modification or disclosure. 
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We will ensure personal information is stored securely, not kept longer than necessary, and 
disposed of appropriately. 

 
 
 
7.2       Special rule for health? 

 
As a general rule, we will have to work harder to protect health information (or any personal 
information that might be considered particularly sensitive). 

 
 
 
7.3       Key messages, examples and definitions 

 
Security measures could include technical, physical or administrative actions. 

 
Example: We must only provide personal information to a contractor or service provider if they 
really need it to do their job.  We must also take reasonable steps to prevent any unauthorised 
use or disclosure of the information by a contractor or service provider, and remember to bind 
our contractors to the same privacy obligations as us. 

 
Example: We must follow good practice records management. 

 
To determine what might be “reasonable steps”, we will consider: 
• the sensitivity of the information 
• the context in which the information was obtained  
• the purpose for which we collected the information  
• the possible uses of the information, and 
• the practicality and cost of aiming for ‘best practice’. 

 
 
 
7.4       Common exemptions 

 
None. 

 
 
 

8.    Transparency 
 
8.1       The principle in brief 

 
We will enable anyone to know: 
• whether we are likely to hold their personal information  
• the purposes for which we use personal information, and  
• how they can access their own personal information. 
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8.2 Key messages, examples and definitions 
 

We have a broad obligation to the community, to be open about how we handle personal 
information.  This is different to collection notification, which is much more specific, and given at 
the time of collecting new personal information. 

 
Example: This PMP will be available on our website.  This PMP briefly explains our privacy 
obligations, and sets out the major categories of personal and health information that we hold. 

 
 
 
8.3 Common exemptions 

 
None. 

 
 
 

9. Access 
 
 
9.1 The principle in brief 

 
We will allow people to access their personal information without unreasonable delay or 
unreasonable expense. 

 
We will only refuse access where authorised by law, and we will provide written reasons, if 
requested. 

 
 
 
 
9.2 Key messages, examples and definitions 

 
People should generally be able to see what information we hold about them, with a minimum of 
fuss. 

 
Our policy is that as much as possible, we will let complainants, clients and staff see their own 
personal information at no cost, and through an informal request process. 
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We cannot charge people to lodge their request for access.  But we can charge reasonable fees 
for copying or inspection, if we tell people what the fees are up-front.  Fees should be no more 
than we would charge for access under the Government Information (Public Access) Act 2009 
(NSW).  Under the GIPA Act, we can charge up to $30 per hour for the work it takes to identify 
the information sought and consider whether it may be released. 

 
If there is personal information about other individuals or confidential information about third 
parties in any records identified by our searches, then the Information Access Unit will process 
the request for access, rather than the area that holds the record.  This will ensure that the 
privacy and confidentiality of other people and third parties can also be properly considered. 

 
9.3 Common exemptions 

 
Before you rely on an exemption, check with the Department's Privacy Officer. 
• In some circumstances another law may prevent us from giving the person access to the 

information requested. 
 
 
 
9.4 Other relevant points 

 
Any unusual request to access personal information should be put in writing, and then referred 
to the Department's Privacy Officer to review. 

 
The Office of the Privacy Commissioner NSW’s Best Practice Guide Privacy and people with 
decision-making disabilities explains how to provide access to personal information held about a 
person who has limited or no capacity. 

 
Formal access applications under the Government Information (Public Access) Act 2009 will be 
handled by the Information Access Unit in the Office of General Counsel within the Department. 

 
 
 

10.  Correction 
 
 
10.1 The principle in brief 

 
We will allow people to update or amend their personal information, to ensure it is accurate, 
relevant, up-to-date, complete or not misleading. 

 
Where possible, we will notify any other recipients of any changes. 
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10.2 Key messages, examples and definitions 
 

If we disagree with the person about whether the information needs changing, we must instead 
allow the person to add a statement to our records. 

 
We cannot charge people to lodge their request for amendment.  But we can charge reasonable 
fees for making an amendment, if we tell people what the fees are up-front.  Fees should be no 
more than we would charge for the same thing under the Government Information (Public 
Access) Act 2009 (NSW). 

 
Our policy is, as much as possible, to let people update their own personal information at no 
cost.  But this does not mean they can just ask us to alter their personnel file without going 
through the proper processes. 

 
Example:  When a correspondent calls to notify a change in their mailing address, we will update 
their contact details in the Correspondence Management System quickly and for no cost. 

 

 
 
10.3 Common exemptions 

 
Before you rely on an exemption, check with the Department's Privacy Officer. 
• if another law authorises or requires us to not to amend the information 

 
 
 
10.4 Other relevant points 

 
Any unusual request to amend personal information should be put in writing, and then referred 
to the Department's Privacy Officer to review. 

 
 
 

11.  Accuracy 
 
 
11.1 The principle in brief 

 
Before using or disclosing personal information, we will take appropriate steps to ensure that the 
information is relevant, accurate, up-to-date, complete, and not misleading. 

 
 
 
11.2 Key messages, examples and definitions 

 
We must ensure that personal information is still relevant and accurate before we use or disclose 
it. 
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We only need to take reasonable steps to check the information – but more steps will be needed 
if we’re likely to use the information in a way that will disadvantage the person. 

 
What might be considered “reasonable steps” will depend upon the circumstances, but some 
points to consider are: 
• the context in which the information was obtained  
• the purpose for which we collected the information 
• the purpose for which we now want to use the information  
• the sensitivity of the information 
• the number of people who will have access to the information 
• the potential effects for the person if the information is inaccurate or irrelevant  
• any opportunities we’ve already given the person to correct inaccuracies, and  
• the effort and cost involved in checking the information. 

 
Example: When Human Resources is investigating a workplace grievance, we will give the person 
complained about an opportunity to correct the information we are relying on before we make 
our final decision. 

 
 
 
11.3 Common exemptions 

 
None. 

 
 
 

12.  Use 
 
 
12.1 The principle in brief 

 
We may use personal information: 
• for the primary purpose for which it was collected 
• for a directly related secondary purpose within the reasonable expectations of the person, or  
• for another purpose if the person has consented. 

 
 
 
12.2 Key messages, examples and definitions 

 
We should only use personal information for the purpose for which it was collected.  We 
shouldn’t go finding new and interesting uses for people’s personal information. 
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Example:  If the primary purpose of collecting a complainant's information was to investigate 
their workplace grievance, directly related secondary purposes within the reasonable 
expectations of the person for which their personal information could be used by the 
Department would include independent auditing of workplace grievance files. 

 
 
 
12.3 Common exemptions 

 
Before you rely on an exemption, check with the Department's Privacy Officer. 
• to deal with a serious and imminent threat to any person 
• if another law authorises or requires us to use the information  
• some law enforcement and investigative purposes 
• some research purposes, subject to approval by a Human Research Ethics Committee. 

 
 
 
12.4 Other relevant points 

 
The primary purpose for which we have collected the information should have been set out in a 
privacy notice.  To use personal information for a purpose set out in the privacy notice is usually 
OK, but for any other purpose, check with the Department's Privacy Officer first. 

 
The Office of the Privacy Commissioner NSW’s Best Practice Guide Privacy and people with 
decision-making disabilities explains how to seek consent for a secondary use of personal 
information from a person who has limited or no capacity. 

 
The Office of the Privacy Commissioner NSW’s Statutory Guidelines on Research explain how 
health information can be used for research purposes.  It also provides a good rule of thumb for 
the use of other types of personal information for research purposes. 

 
 
 

13.  Disclosure 
 
 
13.1 The principle in brief 

 
We will only disclose personal information if: 
• at the time we collected their information, the person was given a privacy notice to inform 

them their personal information would or might be disclosed to the proposed recipient, or  
• the disclosure is directly related to the purpose for which the information was collected, and 

the Department has no reason to believe that the individual concerned would object to the 
disclosure, or 

• the person concerned has consented to the proposed disclosure. 
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13.2 Special rule for health information? 

 
Yes.  Tougher rules also apply when transferring health information outside of NSW (including to 
the Commonwealth Government).  We can only transfer health information outside NSW if one 
of the following applies: 
• the person concerned has consented 
• if it is necessary for a contract with (or in the interests of) the person concerned 
• if it will benefit the person concerned, we cannot obtain their consent, but we believe the 

person would be likely to give their consent 
• we reasonably believe that the recipient of the information is subject to a law or binding 

scheme equivalent to the HPPs, or 
• we have bound the recipient by contract to privacy obligations equivalent to the HPPs. 

 
 
 
13.3 Key messages, examples and definitions 

 
We can usually disclose information in ways we clearly notified the person about at the time we 
collected their personal information.  However if we didn’t tell the person about the proposed 
disclosure in a privacy notice, or if it is health information and we want to send it outside NSW, 
we will usually have to get the person’s consent for the disclosure. 

 
The disclosure of personal information, without prior notice, is also allowable under an 
exemption which allows exchanges of information which are reasonably necessary "for the 
purpose of referring inquiries between agencies", or "to allow agencies to deal with or respond 
to correspondence from Ministers or Members of Parliament".1 

 
Determining what is "reasonably necessary" requires careful judgment.  For example, if an MP 
writes to the Premier on behalf of a constituent, and the responsible portfolio Minister responds 
with additional personal information about the constituent, it may be appropriate to reply direct 
to the constituent with the additional material - particularly if the additional material is sensitive 
in nature.  The referring MP can be notified that the constituent's enquiry has been responded to 
directly, without it being "reasonably necessary" to disclose the constituent's further personal 
information to their MP.  The constituent can then choose whether or not to disclose their own 
personal information to their MP. 

 
The disclosure of personal information, without prior notice, is also allowable under an 
exemption for disclosures to any other agency under the administration of the Premier, if the 
disclosure is "for the purposes of informing the Premier about any matter".2 

 
 
 
 

1 See the Direction on Information Transfers between Public Sector Agencies, the 2012-13 version of which is at 
http://www.ipc.nsw.gov.au/lawlink/privacynsw/ll_pnsw.nsf/pages/privacy_2012_s41_direction_transfers_between_public_secto r 
. 
2 See s.28(3) of the Privacy and Personal Information Protection Act 1998 (NSW). 

http://www.ipc.nsw.gov.au/lawlink/privacynsw/ll_pnsw.nsf/pages/privacy_2012_s41_direction_transfers_between_public_secto
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13.4 Common exemptions 
 

Before you rely on an exemption, check with the Department's Privacy Officer. 
• exchanges of information which are reasonably necessary to allow agencies to deal with or 

respond to correspondence from Ministers or Members of Parliament 
• exchanges of information which are reasonably necessary for the purpose of referring 

inquiries between agencies 
• to deal with a serious and imminent threat to any person 
• to deal with a serious threat to public health or safety (health information only) 
• if another law authorises or requires us to disclose the information 
• if a subpoena, warrant or 'notice to produce' requires us by law to disclose the information 

for some law enforcement and investigative purposes 
• some research purposes, subject to approval by a Human Research Ethics Committee. 

 
 
 
13.5 Other relevant points 

 
The primary purpose for which we have collected the information should have been set out in a 
privacy notice.  To disclose personal information for a purpose set out in the privacy notice is 
usually OK, but for any other purpose, check with the Department's Privacy Officer first. 

 
The Office of the Privacy Commissioner NSW’s Best Practice Guide Privacy and people with 
decision-making disabilities explains how to seek consent for a disclosure of personal information 
from a person who has limited or no capacity. 

 
The Office of the Privacy Commissioner NSW’s Statutory Guidelines on Research explain how 
health information can be disclosed for research purposes.  It also provides a good rule of thumb 
for the disclosure of other types of personal information for research purposes. 

 
The disclosure of personal information or health information from a public register is usually 
treated a little differently.  The Register of Lobbyists is a public register maintained by the 
Department.  However the Register of Lobbyists is exempt from the public register rules, under 
clause 6(5) of the Privacy and Personal Information Protection Regulation 2005.  This means that 
personal information on the Register of Lobbyists may be disclosed in accordance with the privacy 
notice provided to applicants. 
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PART D: Privacy and other legislation relating to personal 
and health information 

 
 
 

Privacy legislation 
 

Privacy and Personal Information Protection Act 1998 (NSW) 
 

Health Records & Information Privacy Act 2002 (NSW) 
 

Direction on Information Transfers between Public Sector Agencies, made under the Privacy and 
Personal Information Protection Act 1998 (NSW) 

 
 
 

Other legislation 
 

Anti-Discrimination Act 1977 
 

Criminal Records Act 1991 
 

G overnm en t In fo rm at io n (Pu blic Ac ces s) A ct 2009 
 

O mb uds ma n Act 1 974 
 

P ublic Interes t Dis clos ure s Act 1 994 
 

S ta te  R e cords  Ac t 1998  
 

W orkp lac e Surve illa nce A ct 20 05 
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PART E: Policies affecting processing of personal and 
health information 

 
 
 

Departmental Policy - Code of Conduct, revised January 2014 
Clauses 2.18-2.20 relate to compliance with privacy obligations.  Clauses 3.27-3.29 relate to 
confidentiality.  Clauses 3.30-3.32 relate to the security of information. 

 
Departmental Policy - Mobile Device Policy 

 
Departmental Policy - Use of DPC internet, email, computer and network facilities by 
employees 

 
Departmental Policy – 52MP  Privacy and Surveillance Statement 
 



29 
 

 
 

PART F: Privacy complaints 
 

Any person may make a privacy complaint, by applying for an ‘internal review’ of the conduct 
they believe breaches an IPP and/or an HPP. 

 
Internal review is the process by which the Department manages formal, written privacy 
complaints about how we have dealt with personal information or health information.  All 
written complaints about privacy are considered to be an application for internal review, even if 
the applicant doesn’t use the words ‘internal review’. 

 
By law, an application for internal review must: 

 

• be in writing 
• be addressed to the Department 
• specify an address in Australia to which the applicant is to be notified after the completion 

of the review, and 
• be lodged at the Department within six months from the time the applicant first became 

aware of the conduct that they want reviewed. 

 
The Department encourages the use of the Internal Review Application Form, found at 
Appendix B to this Privacy Management Plan. 

 
An application for internal review can be made on behalf of someone else. 

 
Where the applicant is not literate in either English or their first language and where there is no 
other organisation making the application on their behalf, staff should help the person to write 
their application. Staff should use a professional interpreter, if necessary.  Applications in other 
languages will be accepted and translated, and all acknowledgments and correspondence to the 
applicant will be translated. 

 
Applications for internal review, or any written complaint about privacy, received at any of the 
Department's offices should be forwarded immediately to the Department’s Privacy Officer. 

 
If the complaint is about an alleged breach of the IPPs and/or HPPs, the internal review will be 
conducted by the Privacy Officer, or by another person (under delegation from the Office of 
General Counsel) who: 

 

• was not involved in the conduct which is the subject of the complaint, and  
• is an employee or an officer of the agency, and 
• is qualified to deal with the subject matter of the complaint. 
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Extensions of time for lodgement 
 

While the PPIP Act allows applicants six months to apply for an internal review from the time the 
applicant first becomes aware of the conduct, the Department may accept late applications. 

 
Possible acceptable reasons for delay may be: 

 

• the applicant's ill-health or other reasons relating to capacity 
• the applicant only recently becoming aware of his or her right to seek an internal review, 

or the applicant reasonably believing that he or she would suffer ill-effects as a result of 
making 

• an application at an earlier time. 

 
However late applications that, because of their age, cannot be investigated in a meaningful way 
will be declined.  In these cases, witnesses may no longer be available, documents may have 
been destroyed and memories may have faded. 

 
Final decisions on the acceptance of late applications will only be made by the Department's 
General Counsel, or under his/her delegation.  Where the decision is made not to accept an 
application because it is too old, the reason will be explained in a letter to the applicant. 

 
 
 

The Internal Review process 
 

When the Department receives an internal review application the Privacy Officer will: 
 

• send an acknowledgment letter to the applicant and advise that if the internal review is 
not completed within 60 days they have a right to seek a review of the conduct by the 
NSW Civil and Administrative Tribunal, and 

• send a letter to the NSW Privacy Commissioner with details of the application. A 
photocopy of the written complaint will also be provided to the Privacy Commissioner. 

 
Internal reviews follow the process set out in the Office of the Privacy Commissioner NSW's 
Internal Review Checklist. 

 
When the internal review is completed, the Department's Privacy Officer will notify the applicant 
in writing of: 

 

• the findings of the review 
• the reasons for the finding, described in terms of the IPPs and/or HPPs  
• any action we propose to take 
• the reasons for the proposed action (or no action), and 
• the applicant’s entitlement to have the findings and the reasons for the findings reviewed 

by the NSW Civil and Administrative Tribunal. 
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We will also send a copy of that letter to the Privacy Commissioner. 
 

Statistical information about the number of internal reviews conducted must be maintained for 
the Department’s Annual Report. 

 
 
 

External Review by the NSW Civil and Administrative Tribunal 
 

People may apply to the NSW Civil and Administrative Tribunal for an external review of the 
conduct which was the subject of their earlier internal review application.  The Tribunal may 
make orders requiring the Department to: 

 

• refrain from conduct or action which breaches an IPP, HPP or Code 
perform in compliance with an IPP, HPP or Code 

• correct information disclosed by the Department, or 
• take steps to remedy loss or damage. 

 
The Tribunal may also make an order requiring the Department to pay damages of up to $40,000 
if the applicant has suffered financial loss or psychological or physical harm as a result of the 
conduct. 
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PART G: Strategies for implementing this Plan 
 

The Department’s first Privacy Management Plan was drafted in 2000.  The Department 
commissioned a review of its Privacy Management Plan in April 2012.  This review 
identified a number of areas for potential further improvement for the Department, as 
follows: 

• the next iteration of the DPC Code of Conduct should mention the obligations of the 
HRIP Act, as well as the PPIP Act 
 

• the next iteration of the Service Partnership Agreement between the Department of 
Premier and Cabinet and ServiceFirst should mention the obligations of the HRIP Act, as 
well as the PPIP Act 

 
• the next iteration of the Ministers’ Office Administration Handbook should include 

mention of privacy obligations under the PPIP and HRIP Acts, and refer / link to this Plan 
 

• Corporate Governance should work with local Facility Managers of all of DPC's premises, 
to ensure that wherever CCTV is operated by or on behalf of DPC, the signage 
requirements of the Workplace Surveillance Act 2005 have been adhered to 

 
• Corporate Governance should work with local Facility Managers of DPC's regional 

offices, and all other premises other than GMT and Bligh House, to devise a privacy 
notice for staff working at each set of premises, equivalent to the GMT/Bligh House 
Security - Privacy and Surveillance Statement 

 
• the login screen presented to staff on both the ServiceFirst and MAPS networks should 

be reviewed and updated whenever relevant policies are updated so that it refers and 
links 

 
• to the latest versions of relevant policies about the acceptable use of computers and 

 
• other devices, as listed at Part E of this Plan 

 
• consideration should be given to reviewing all in-coming communication channels, 

including social media channels, to ensure there is a single or consistent privacy notice 
about how correspondence will be handled 
 

• consideration should be given to implementing staff training (including Ministerial staff) 
in privacy obligations, perhaps in conjunction with the training being run as part of the 
rollout of the new electronic document and records management system, and as an 
additional module in the online staff induction program 
 

• a Privacy Impact Assessment should be commissioned once at the specifications / design 
stage of the ServiceNSW (one-stop-shop) proposal 

 
• ServiceNSW should develop and adopt its own Privacy Management Plan, and 
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• review this Plan at the conclusion of the 2015-16 reporting year2. 

                                                             
2 A minor review of the Plan was undertaken in May 2015 to take into account changes in function and 
structure of the Department throughout 2014 and following the commencement of the Government Sector 
Employment (GSE) Act 2013 on 24 February 2014 . 
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APPENDIX A:  Template privacy notice and consent 
wording 

 

 
 

About privacy notices 
 

When collecting personal information, the Department should tell the person: 
 

• whether the collection is required by law 
 

• what the consequences will be if they do not provide the information  
 

• what their personal information will be used for 
 

• who will hold / store the information (if not the Department) 
 

• who else might receive the information from the Department, and  
 

• how they can access or update/correct their information. 
 

The following Template privacy notice should be used when the Department is collecting 
personal information in writing, and only intends to use or disclose the information for the 
purpose for which it is collected. 

 
If any other secondary use or disclosure is contemplated, also use the Template consent 
wording, below. 

 
If personal information is being collected verbally (e.g. over the telephone), see Verbal 
collections below. 

 
 
 

Template privacy notice 
 
 
 

The Department is requesting this information from you so that we can … [describe the primary 
purpose for which this information is being collected – e.g. process your registration for a 
seminar, assess your job application, investigate your complaint, etc].  We may also … [describe 
any directly related purposes for which the information might be used – e.g. auditing, reporting or 
program evaluation]. 

 
For the same purpose, the Department may provide this information about you to … [list any 
persons or organisations that such information is usually disclosed to, outside of the Department 
– e.g. the Minister responsible for the subject of their correspondence, or a contractor or 
consultant]. 
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The Department will not disclose your personal information to anybody else unless we are 
required to do so by law – for example if the information is needed in an emergency or for a law 
enforcement purpose. 

 
Providing us with the requested information is not required by law.  However if you choose not 
to provide us with the requested information, … [describe the main consequences for person if 
information is not provided – e.g. the Department cannot process your competition entry, or the 
Department cannot investigate your complaint]. 

 
You may request access to your information at any time.  To access or update your personal 
information, or for more information on our privacy obligations, ask to speak to our Privacy 
Officer. 

 
 
 
 

Template consent wording 
 

If the Department wishes to use or disclose personal information for an unrelated secondary 
purpose (i.e. a purpose not directly related to the primary purpose for which the information was 
collected), the Department will generally need to seek the person’s consent to that secondary 
use or disclosure. 

 
Consent cannot be a ‘requirement’ or pre-condition to a transaction.  Consent is only valid if it is 
voluntary, informed, specific, time-limited, and given by a person with the capacity to make 
decisions about the handling of their personal information. 

 
Ideally, a request for consent will be made at the time the information is collected in the first 
place.  Therefore where a secondary use or disclosure of personal information is anticipated at 
the time of collection, the following Template consent wording should be used, as an additional 
part of the privacy notice, inserted after the third paragraph of the Template privacy notice (see 
above). 

 
 
 
 

With your permission, we would also like to [use / disclose] your information to … 
[describe here the intended secondary purpose – e.g. put you on our mailing list for future 
community events]. 

 
□  I consent to my personal information being [used / disclosed] for the purpose of … [name the 

secondary purpose]. 
 

Signature: 
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Verbal collections 
 

When collecting personal information verbally (e.g. during telephone discussions), we can use 
less formal wording, so long as we explain how the person’s personal information will be used, 
and to whom else it will likely be disclosed.  If the person asks further questions about whether 
the information is really needed, then we can go into more depth, and we can also mention their 
access and amendment rights or offer to let them speak to the Department's Privacy Officer. 

 
However if we need to obtain the person’s verbal consent to a secondary use or disclosure, we 
must explain what it is we are asking, and we must ensure that they understand they are free to 
say ‘no’.  We must also make a file-note of what was said. 
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APPENDIX B:  Privacy Complaint (Internal Review 
Application) Form 

 
 

1. Name of the agency you are complaining about: 
 

The NSW Department of Premier and Cabinet 

2. Your full name: 

3. Your postal address: 

4. If you are complaining on behalf of someone else, write their full name here: 

What is your relationship to this other person? (e.g. parent or lawyer) 

Is the other person capable of making the complaint him or herself? 
 

D  Yes 
 

D  No 
 

D I’m not sure 

5. What is the specific conduct you are complaining about?  (‘Conduct’ can include an 
action, a decision, or even inaction by the Department.  For example the ‘conduct’ 
in your case might be a decision to refuse you access to your personal information, 
or the action of disclosing your personal information to another person, or the 
inaction of a failure to protect your personal information from being 
inappropriately accessed by someone else.) 

6. Please tick which of the following describes your complaint: (You can tick more 
than one) 

 
D collection of my personal/health information 
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D security or storage of my personal/health information 
 

D refusal to let me access or find out about my own personal/health information 
 

D accuracy of my personal/health information 
 

D use of my personal/health information 
 

D disclosure of my personal/health information 
 

D other 
 

D I’m not sure 

7. When did the conduct occur? (Please be as specific as you can) 

8. When did you first become aware of this conduct? 

9. You need to lodge this application within 6 months of the date you have written 
at Q.8.  If more than 6 months has passed, you need to ask the Department’s 
Privacy Officer for special permission to lodge a late application.  If you need to, 
write here to explain why you have taken more than 6 months to make your 
complaint: 

10 . What effect did the conduct have on you? 

11 . What effect might the conduct have on you in the future? 

12 . What would you like to see the Department do about the conduct?  (For example: 
an apology, a change in policies or practices, your expenses paid, damages paid to 
you, training for staff, etc.) 
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13. I understand that this form will be used by the Department to process my request 
for an Internal Review. 

 

I understand that details of my application will be referred to the NSW Privacy 
Commissioner as required by law, and that the Privacy Commissioner will be kept 
advised of the progress of the review. 

 
 
 

I would prefer the Privacy Commissioner to have: 
 

D a copy of this application form, or 
D just the information provided at Q’s 5 - 12. 

 
 
 
 

Your signature: 
 
 
 

Dated: 
 
 
 
 
 

NOW SEND THIS FORM TO: 
 
 
 

Privacy Officer 

Information Access Unit 

Office of General Counsel 

NSW Department of Premier and Cabinet 
 

GPO Box  5341 
 

SYDNEY   NSW  2001 
 
 
 
 
 
 
 

Keep a copy for your own records too. 


